


• 900+ Co-ops 

• 75% of the US Land 
Mass 

• 42 million people in 47 
states 

• 18 million commercial 
accounts 

• Much lower density 

• Higher levels of smart 
grid technology 

• Co-operative 
technology  



• 66 Generation and 
Transmission 
Cooperatives 

• 55,000 MW capacity 

• 5% of the U.S. 







Full repair of 

system may take 

longer  





DELAY 

ONSET OF 

IMPACT 



DECREASE 

MAGNITUDE OF 

IMPACT 



REDUCE TIME 

TO INITIATE 

RECOVERY 



INCREASE RATE 

OF RECOVERY 



RAISE THE 

RECOVERY 

LEVEL 





ICS Kill Chain 



DELAY 

ONSET OF 

IMPACT 

DECREASE 

MAGNITUDE OF 

IMPACT 

REDUCE TIME 

TO INITIATE 

RECOVERY 

INCREASE RATE 

OF RECOVERY 

RAISE THE 

RECOVERY 

LEVEL 

ICS Kill Chain 

2-5  R&D still needed 
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NIST Framework 



25 Research Programs – 

“cyber” 



1. Active Authentication 

2. Active Cyber Defense (ACD) 

3. Automated Program Analysis for Cybersecurity (APAC) 

4. Behavioral Learning for Adaptive Electronic Warfare (BLADE) 

5. Building Resource Adaptive Software Systems (BRASS) 

6. Clean-slate design of Resilience, Adaptive, Secure Hosts 

(CRASH) 

7. Computer Science Study Group (CSSG) 

8. Crowd Sourced Formal Verification (CSFV) 

9. Cyber Fault-tolerant Attack Recovery (CFAR) 

10. Cyber Grand Challenge (CGC) 

11. Dispersed Computing 

12. Edge-Directed Cyber Technologies for Reliable Mission 

Communication (Edge CT) 

13. Enhanced Attribution 

14. Extreme DDoS Defense (XD3) 

15. High-Assurance Cyber Military Systems (HACMS) 

16. Integrated Cyber Analysis System (ICAS) 

17. Leveraging the Analog Domain for Security (LADS) 

18. Memex 

19. Mission-oriented Resilient Clouds (MRC) 

20. Plan X 

21. Rapid Attack Detection, Isolation and Characterization 
Systems (RADICS) 

22. Safeware 

23. Space/Time Analysis for Cybersecurity (STAC) 

24. Transparent Computing 

25. Vetting Commodity IT Software and Firmware (VET) 
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Stockholm Resilience Centre 

http://stockholmresilience.org/download/18.10119fc11455d3c557d

6928/1459560241272/SRC+Applying+Resilience+final.pdf 

& http://www.resalliance.org/news/19 



Stockholm Resilience Centre 
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http://stockholmresilience.org/download/18.10119fc11455d3c557d

6928/1459560241272/SRC+Applying+Resilience+final.pdf 

& http://www.resalliance.org/news/19 
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HOW DO YOU BALANCE: 
 

EFFICIENCY  VS.  REDUNDANCY 

STANDARDIZATION  VS.  DIVERSITY  
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COMPLEXITY OF SYSTEMS 



COMPLEXITY OF SYSTEMS 

INTERDEPENDENCIES NOT ALWAYS KNOWN 



COMPLEXITY OF SYSTEMS 

INTERDEPENDENCIES NOT ALWAYS KNOWN 

TOOLS – EASE OF USE, FALSE POSITIVES, ETC. 



COMPLEXITY OF SYSTEMS 

INTERDEPENDENCIES NOT ALWAYS KNOWN 

TOOLS – EASE OF USE, FALSE POSITIVES, ETC. 

HUMAN IN THE LOOP VS. AUTOMATION 



HOW DO WE RECONNECT COMPROMISED SYSTEMS? 

IS DIVERSITY A PROBLEM OR A SOLUTION?  
STANDARDIZED/MODULAR SYSTEMS 

PATCH / CHANGE MANAGEMENT 
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MACHINE LEARNING – SLOW INTRUSIONS 
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MACHINE LEARNING – SLOW INTRUSIONS 

WHEN DO YOU LET THE INTRUDER KNOW YOU KNOW? 

DETECTION – 2015 MEDIAN =146 DAYS (416 IN 2012) 

DO WE HAVE ‘CANARIES’? 
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SCIENCE OF CYBER SECURITY – NOT WELL DEFINED 

HUMAN BEHAVIOR – ATTACKER AND ATTACKED 

MATHEMATICS, ALGORITHMS 

DISTRIBUTED DECISION MAKING – EMERGENT SHARED RESPONSE 
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TRAINING CURRICULA NEEDED 
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TRAINING CURRICULA NEEDED 

BRINGING STAKEHOLDERS INTO INQUIRY PROCESS - TRUST 

MISMATCHES BETWEEN SCALE OF DATA COLLECTED AND SCALE 
OF IMPACT – INFORMATION SHARING INCOMPLETE 
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SILOS STILL EXIST 

BUSINESS CASE DIFFICULT 

SKY IS FALLING  THERE’S NOTHING WRONG 

DIVERSE GOVERNANCE ENTITIES 
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AUTHORITY BOUNDARIES NOT ALWAYS DEFINED 

WHO BEARS THE COSTS AND WHO COLLECTS THE BENEFITS? 

COMPLIANCE VS. SECURITY 

DOES MANAGEMENT OF A CYBER INCIDENT ON ONE SCALE 
IMPACT OTHER SCALES? 
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ALL HANDS ON DECK 







1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

http://www.resilientdesign.org/the-

resilient-design-principles/ 
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RESILIENCY 

FROM  
 

Advanced 

Sensor 
Technology 

Advanced 

Forecasting 

Advanced 
Analytics 

+ + Advanced 
Control 

+ 
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Resiliency Reliability 

More local Larger scale 

Shorter duration Longer duration 

Limited economic impact Large economic impact 

Can be managed by utility 
Requires  societal  level 

coordination 

Established Metrics Metrics still to be defined 


